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Abbreviations

Abbreviations Full Name

PDPC Personal Data Protection Commission

PDPA Personal Data Protection Act

Distribution List

Name Organisation, Department
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1. Executive Summary

We congratulate PDPC on the prompt publication of much sought after guidelines, which private 
sector has been looking forward to since the enactment of the Act.

After our review of the guidelines on key concepts and selected topics, we have two (2) 
comments on the key concepts, two (2) comments on the selected topics and one (1) general 
comment.

We appreciate your kind attention to review our comments and we look forward to your kind 
follow-up thereafter.
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2. Comments

2.1 Comments on Key Concepts

The following table lists our comments pertaining to “PROPOSED ADVISORY 
GUIDELINES ON KEY CONCEPTS IN THE PERSONAL DATA PROTECTION 
ACT ”.

Section Clause Comments

11 Consent Obligation One question is still left unaddressed.

For instance,  a person may have given consent  to a service
provider when one signs up for the service. However, when one
terminates the service, the question remains whether consent is
now  deemed  removed,  as  the  current  practices  around
termination of services do not allow one to explicit withdraw
consent.

We suggest that  PDPC clarifies that  consent is deemed to be
removed once the  commercial  relationship  with  the  service
provider  is  terminated.  An  explicit  opt-out  should  not  be
required as it is reasonable to deem the termination of consent
goes together with the termination of the service.

An explicit opt-in can be sought at the point of termination, so
that the service provider can continue to communicate with the
person even after the termination.

16.5 Examples of data protection measures We  observe  that  the  explicit  recommended  usage  of  data
leakage protection (DLP) solutions is missing in the list.

End-point  DLP solutions had already been mandated by our
government  authorities such as MAS for financial institutions
for several years now. Hence, one can deem such solutions as a
“reasonable” measure to protect personal data.

In addition, as more personal data is now accessible via web-
based  services,  such  web-based  CRM,  self-managed  portals
and etc, we suggest that PDPC also recommends that private
organisations implement solutions that  prevent personal data
leakage from web/cloud-based services.  Attached in Annex A
are reported cases of personal data leaked from web portals of
Singapore commercial organisations.

Past  studies had  shown us that  the concern  of data  leakage
from cloud is one of the main obstacles stopping users from
adopting public cloud services. This is also mentioned in the
MCI's (formerly MICA) justification for such an Act. 

However, the list of recommended measures does not address
cloud or web-based services.

In general, from a “reasonableness” point of view or common
sense, it is “reasonable” to use inbound protection solutions to
block  inbound  attacks and  to  use  outbound  protection
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solutions to block outbound leakages. To recommend inbound
protection solutions to block outbound leakages is difficult to
legally  defend  on  grounds  of   “reasonableness”  or  even
common sense,  hence  such  recommendations  can  easily be
challenged in our court of law.

Hence,  arising  from  the need for PDPC to demonstrate  due
care  and due diligence  in  the recommendations,  we suggest
that PDPC highlights the need for outbound security solutions
to more reasonably protect against leakage of personal data, as
shown by MAS in their directives to our financial institutions.

The existing list of measures is sorely inadequate, even when
compared to recommended (“reasonable”) measures from other
government agencies.

2.2 Comments on Selected Topics

The following table lists our comments pertaining to “PPROPOSED ADVISORY 
GUIDELINES ON THE PERSONAL DATA PROTECTION ACT FOR 
SELECTED TOPICS ”.

Section Clause Comments

6 NRIC Numbers It is a common practice that security counters in commercial
buildings require visitors to submit their NRIC numbers and
names  before  being  allowed  entry  to  the  buildings.  We
understand  that  such  practice  is  helpful  in  contact  tracing
during times of pandemic outbreak.

PDPC  should  publish  explicit  guidelines  regarding  such
collection of NRIC numbers and names as such practices do
fall under the ambit of the PDPA.

6.8 For example, organisations that use NRIC
numbers  as  user  names  or  membership
numbers  might  be  disclosing  personal
data to third parties without consent. 

Our  Singpass  is  based  on  NRIC.  Similarly,  some  local
Singapore  banks  are  using  NRIC  as  the  UserID  for  their
Internet banking services.

What is PDPC's stand on such practices which contradict this
guideline once the “sunrise” period is over?

2.3 Comments in general

2.3.1. PDPC should provide an online means of submitting complaints via PDPC 
main portal or a subsidiary portal. The submission mechanism should allow 
attachments, supporting the complaints. 

Currently, there is no available means for the public to submit complaints even 
though the Act is already in effect. We understand that private organisations are 
given adequate time during the “sunrise” period of 18 months, but this does not 
mean the public can only submit complaints during this period.
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3. Annex A: Leakages from web portals

Figure 1. Leakage of 100 subscribers' names and NRIC from local telco website
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Figure 2. Leakage of KrisFlyer members from SIA website.
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Figure 3. Leakage of clients bank account information from UBS Internet banking portal.
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